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Capabilities Statement

Summary
As a women-owned company, Prolific Solutions treats each solution delivered to our clients as if it was our own. We
have over 12 years of experience working with Federal Agencies (included the Department of Defense) and bring
that expertise to our commercial clients. Prolific Solutions has extensive experience implementing information
security best practices and helping to secure our clients’ information, assets, data, and reputation. We have been
involved in the certification and accreditation of over 60 information systems and networks ranging from complex
medical information systems to large, distributed network environments. We have proven expertise in:

Risk Analysis

IT Audit including DoD Policy and Guidance

Vulnerability Assessments

Process Engineering

Policy Development

Incident Response/Disaster Recovery

Penetration Testing

Contingency Planning
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Data Forensics

Our consultants carry numerous certifications including:
¥ Certified Information Systems Auditor (CISA)
¥ Certified Information Systems Security Professional (CISSP)
¥ Masters of Science in Information Assurance (MSIA)
¥ Various other Microsoft and security related certifications/education

Our services are classified into four primary areas:
¥ Process Engineering and Automation
¥ Secure Business Modernization
¥ Security Consulting

¥ Compliance and Audit

Services
1. Process Engineering and Automation
Prolific Solutions created proVM Auditor "™ to revolutionize the vulnerability management process. We also
have vast experience in engineering custom solutions to reduce the requirement for manual, resource-
intensive processes. We can help you better leverage technology and automation in any business area.
Previous projects include:

Vulnerability data collection, management, remediation and aggregation via proVM Auditor ™™
Project reporting and tracking mechanisms

Learning management

Information assurance vulnerability tracking mechanisms

Compliance reporting

Account management

Reverse Engineering
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2. Security Consulting
Prolific Solutions offers comprehensive security services. These services range from penetration testing to
vulnerability assessments. We examine:
¥ Network infrastructure components (switches, routers, firewalls, etc.)
¥ Database architectures (DB2, SQL, Oracle, etc.)
¥ Web applications and servers
¥ Operating systems of servers and desktops (Windows, UNIX, etc.)
¥ Technology implementation and architecture
3. Compliance and Audit
We work to identify deficiencies and provide corrective actions to ensure organizations are brought into
specific industry compliance. We offer consulting services to ensure compliance with:
Department of Defense Certification and Accreditation (DIACAP)
Sarbanes-Oxley
Gramm-Leach-Bliley
ISO 27000 Series
PCI
HIPAA
4. Secure Business Modernization
Prolific Solutions examines business infrastructures and identifies areas of improvement to allow businesses
to become more efficient and secure. This includes:
Network implementation
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Database migration

E-mail and user management tools

Website development and process engineering and automation
Remote access solutions

Training

Implementation of business best practices
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Contact
Senior Business Development Engineer
Warren Bailey
Email: wbailey@prolific-solutions.net
Office: 804.601.2721
Cell: 804.221.1090
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